ICT cyber security standard

This is a mandated standard under the operational policy framework. Any edits to this standard must follow
the process outlined on the creating, updating and deleting operational policies page.

Overview

Cyber security is fundamental to the successful operations of the department. The management and
effective sharing of information resources is essential to maintain legal and regulatory compliance, the
reputation of the agency, keeping our children and young people safe online and supporting our strategy in
delivering a world class education system.

The purpose of this standard is to define the approach for implementing cyber security controls for the
Department for Education’s IT systems, infrastructure and general information assets (IT assets)

This standard is aligned with the South Australian Cyber Security Framework (SACSF).

Scope

This standard applies to all department sites, staff and students.
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Detall

Security Governance

Security objectives

This standard supports the following cyber security objectives of the department:

X

Provide a structured approach to information security management that is consistent across the
department.

Maintain the confidentiality, integrity and availability of information assets in compliance with
policy, legal and regulatory requirements.

Provide a mechanism for continual improvement of the information security practices of the
department.

Implement manageable and effective information security controls to ensure appropriate protection
of the department’s information assets.

Establish a consistent approach to the assessment, management and treatment of information
security risks relating to the services within scope of the Cyber Security Program.

Provide the department’s personnel with sufficient training to ensure both their understanding of
relevant cyber security responsibilities and their confidence in the effectiveness of the department’s
security controls.

Report and investigate all breaches of information security and suspected weaknesses.

Provide assurance to stakeholders and other interested parties of the security of their information
entrusted to the department whether in storage, processing or transmission.

Alignment with the whole of government SACSF.
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Governance structure
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Monitoring, evaluation and review

The Security Steering Group will undertake a management review of the operations of the Cyber Security
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email) from the user’s director, or site leader, and must specify the level of access required, the
circumstances of the request, and who requires access to the mailbox contents. These specifications and
approval must then be provided to ICT Services to action the request.

ICT Cyber Security may also provide access to a mailbox when responding to a cyber security incident, via a
formal request as part of an internal investigation, or at the behest of SAPOL.

Account access control
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X A process to record authorisations and a record of all privileges allocated must be maintained.

x User access (including privileges) must not be granted until the authorisation process is complete.
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X Using a secure connection or method (eg VPN) for remotely accessing the network that has been
approved by ICT Services.

X Remote access to the department or school networks must use either two-factor authentication, a
one-time password authentication, or a public/private key system with a strong passphrase or
certificates.

X Remote access sessions must expire after a defined period of inactivity.

X Remote access for user accounts must be removed when the user leaves the department or is no
longer under contract to the department.

Remote access connections

The following directives apply with respect to connections via remote access:

X The department’s employees, including contractors and suppliers, must ensure that any device they
are using that is remotely connected to the department’s network is not concurrently connected to
any other network at the same time (ie split tunnelling is prohibited)

x All hosts that are connected to the department’s internal networks via remote access technologies
must use current anti-malware software — this includes personal computers and laptops.
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Password Management

Password configurations

Staff and contractor accounts

User accounts are defined as accounts used across the department, including corporate staff, teachers,
contractors and other department personnel for day-to-day activities. The following password settings are to
be applied to general user and system accounts on department production systems and applications:

X minimum password length of 12 characters

X password expiry every 365 days (this requirement is optional if multi-factor authentication is
available and enabled)

X password change required on first login

X password history
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Service accounts

Service accounts are defined as accounts used for purposes such as backups, performing tasks within
applications, connecting to other devices and running scheduled jobs. The following password settings are to
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X

X

password expiry every 400 days (this requirement is optional if multi-factor authentication is
available and enabled)

password history preventing users from using any of the previous 12 passwords
minimum password age of 1 day

account lockout after 10 invalid attempts for 10 minutes.

Year 7 and above

The following password settings are recommended for all students in Year 7 and above:

X

X

X

X

X

minimum password length of 8 characters

password expiry every 400 days (this requirement is optional if multi-factor authentication is
available and enabled)

password history preventing users from using any of the previous 24 passwords
minimum password age of 1 day

account lockout after 10 invalid attempts for 10 minutes.

Allocation of passwords

Staff and contractors

When allocating passwords to staff and contractors, the following must be observed:

x Where possible, passwords should be provided to staff automatically without the need for other
staff to see or know the password.

x  Where this is not possible, passwords must be delivered to the user via a secure means, such as with
a sealed envelope or a text message directly to the user’s registered mobile phone number. Secret
text applications that automatically delete their contents after one view may also be used provided
the links are unique and that the username and password are not contained within the same text.

x Passwords must be set to expire upon first login, where possible.

x Default passwords allocated to new staff accounts must be unique for each user. Default passwords
such as ‘CHANGEME’,
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X Access controls must be used to restrict access only to the teacher.

X Management of passwords on behalf of students should only occur when approved by the site
leader.

Q d]-F’arci(s)sesv&)o-rr 56 n%as% %dgg fgl o%ea regular system or pattern and must be unique and hard to guess.
Passwords such as *
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changed.

X provision of access to an individual’s personal files or system privileges may only be permitted
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X software restrictions are co
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managed networks.

Unauthorised or unlicensed software, add-ins or extensions must not be installed on, attached to, or
operated on any department ICT facilities.

Where non-standard software is required, it must be approved by an individual’s line manager and either
the site leader (for school staff) or ICT Cyber Security (for corporate staff). Use of non-standard software
must only be approved under the following circumstances:

X reasonable research has been conducted to ensure the vendor is reputable
X the software has been reasonably tested to ensure it is not known to be malicious

x software integrity checks have been performed to ensure authenticity (eg checksum).

Unsupported and end-of-life systems

Endpoints with operating systems which are unsupported, end-of-life or are no longer receiving security
updates from vendors are strictly prohibited unless an exemption has been obtained (see Exemptions).

Server security and maintenance

Configuration baselines

Standard configuration requirements for servers hosted in environments operated by sites or the
department are defined below. ICT personnel must ensure that:

X sensitive and non-sensitive systems and environments (eg production, testing) are segregated where
feasible

x approved anti-malware applications are installed. The ICT Cyber Security managed Palo Alto Cortex
XDR product is recommended for all sites

x all security updates for the server operating system are installed prior to deployment
X unnecessary operating system services or features are disabled

X remote management access is configured so that only designated management workstations and
networks can connect to the device, where possible

x the following access is limited to users with a defined business need:
0 console or interactive access
0 local administrator access.
x the display of previous usernames at operating system login prompts are disabled

X local accounts are configured to meet password requirements as defined in the password
management section

x functionality that automatically executes code on removable media is disabled, eg Windows auto
run
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X synchronisation with an authorised central time source is enabled

x logging is configured in alignment with the security logging and monitoring section.

Application whitelisting

Application whitelisting must be implemented across all servers to restrict the execution of unapproved
executables, software libraries, scripts, installers
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Integrity controls

The successful compromise of a server or an associated system may result in changes to its data.

The department and sites should use suitable monitoring tools to alert responsible staff to changes to key
files on the server, allowing an assessment to be made as to whether the change was the result of a hostile
attack.

Vulnerability management

Personnel managing servers are responsible for monitoring relevant information services (eg State
Government vulnerability alerts, AusCERT, vendor advisories) to identify the latest security vulnerabilities
and how to remediate them.

The department’s infrastructure personnel or site ICT personnel are responsible for ensuring that scheduled
patching takes place.

The department’s risk management procedures must be followed to prioritise the implementation of
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X Any installed management software, such as anti-malware software, must not be removed and must
be kept up to date on devices.

X USB thumb drives or portable drives from an unknown or untrusted source are not to be connected
to department equipment.

X The user of the device must notify the ICT Service Desk or site ICT personnel immediately upon loss,
theft, or suspected loss/theft of the device. Where possible, the contents of the device will be
remotely erased, and the services associated with the device must be disabled.

X Mobile device usage must comply with the department’s ICT acceptable use agreement (staff login
required).

Schools must ensure that acceptable use policies are applicable to students, and students are aware of their
responsibility to report lost/stolen devices.

Personal devices

Personal and BYOD devices must only be allowed to access the network provided the following is
implemented:

X adedicated network segment has been established for personal or un-trusted devices

x the network segment is limited only to Internet access — personal or un-trusted devices must not
have access to corporate or school network drives or services

X users are still required to authenticate on the network to ensure that any internet or network logs
are able to be traced to a specific user.

By connecting a personal device to the network, the user’s device becomes subject to the controls and
requirements defined in this standard, including the department’s authority to remotely wipe the device
should a security compromise be suspected.

Conditions of use

Extending this standard’s requirements, department-owned and personally owned mobile phones and
tablets used to connect with the department’s ICT assets require acceptance and implementation of the
following conditions:
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ensure security risks are not introduced to the department’s infrastructure when connected.

X The department will reserve the right to erase the contents of the device and/or disable the device
at any time, at the discretion of ICT Cyber Security or site ICT personnel. This includes personal
devices that hold departmental data if staff choose to user personal devices for this purpose.
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Security logging and monitoring

Scope of logging

At a minimum, all systems that handle security-classified information that accept network connections or
make access control (authentication and authorisation) decisions should record and retain logs and/or audit
trail information in accordance with these standards. This may apply to activities and systems including:

X web browsing
X network hardware (eg switches, routers, wireless access points, etc)

X network-related infrastructure (eg
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Specifically, sites must:
X implement physical controls (eg locks, key card scanners, etc.) to restrict access

X
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X Vulnerability assessments and penetration tests must be conducted before systems are deployed to
production, after significant changes have been made, and on a periodic basis at the discretion of
the system owner.

X Itis recommended that in addition to the above, all software development should be in line with the
OWASP Application Security Verification Standard.

Outsourcing

The following requirements must be met when outsourcing the development of code to a third-party
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Vendor Security

Access approval

Approval for access to information assets by vendors must be obtained from the information owner. For the
purposes of this standard, school site leaders are the information owners. For corporate systems, ICT
Services are responsible for approving and administering access.

Access provided to information assets for vendors or their representatives must be the minimum needed,
consistent with business requirements and the access management section of this standard

Contracts with vendors

Security impacts and risk must be considered prior to engaging any ICT service providers, including support
services, cloud vendors and software as a service. ICT Services must be consulted on all corporate contracts,
or contracts that impact multiple schools or are department wide. Schools are encouraged to engage with
local site ICT personnel or ICT Services prior to engaging with vendors. All contracts must comply with
department procurement policies and procedures.

The contract and, where applicable, service level agreements, must clearly specify:
x the contract owner
X confidentiality requirements

X that engagements with the department must comply with the secure information handling section
of this standard and requirements, including the ICT Acceptable Use Agreement (staff login required)

X the types of access to information assets provided to vendors, the means by which it will be
provided, the duration of access and the means of changing access, should it be required

X expectations regarding the vendor’s security controls to ensure that they are consistent with the
department’s standards and information asset classifications
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department to conduct audits, as deemed necessary, of the vendor’s conformance to the
department’s information security standards
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applications where there is intent to share personal or sensitive information with a third party.

x Configuration changes to web or network filtering tools to allow or unblock third party websites or
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network traffic leading to service outages.

X Loss of critical data — Critical data is lost due to unforeseen circumstances and is unable to be
recovered.

X Loss or damage of physical assets — Physical servers and other infrastructure are lost, stolen, or
damaged by environmental factors (eg fire, flood, earthquake).

X Malicious software — Malicious software is introduced to the network or downloaded by users
resulting in compromised endpoints.

Risk analysis and evaluation

ICT services may provide additional tools to assist staff in completing a risk assessment that complies with
the
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Impact Description

Catastrophic/Critical x Personal information of the entire department exposed.

Major x Personal information of an entire site or multiple sites exposed.
X Service outage impacting multiple sites or department wide.

Moderate x Personal information of large group of users (100+)
X Service outage impacting an entire site.

Minor x Personal information of single individual or small group exposed.
X Service outage impacting a small group of users.

Insignificant No exposed records or personal information, and no service outage.

x

Risk treatment, acceptance and monitoring

When determining whether a risk is acceptable or needs additional controls to manage or monitor the risk,
staff should consult the department’s risk assessment criteria matrix (PDF 218KB) (staff login required).

ICT cyber security risks must be treated and monitored in accordance with the
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inappropriately using school assets. This template is provided as an example only - schools may choose to
modify this template to meet the varying needs of students or groups of students.

Recommended periods for re-signing acceptable use agreements

User agreements must be signed before a user is given access to systems. The following is recommended for
periodically re-signing agreements:

X For staff
o ifany major changes are made to the agreement

o if the staff member has been involved with any disciplinary action involving their
unacceptable use of ICT assets

X For contractors
o0 each time their contract is renewed
o ifany major changes are made to the agreement

o if the contractor has been involved with any disciplinary action involving their unacceptable
use of ICT assets

X For students
0 once per year, generally at the start of the school year
o ifany major changes are made to the agreement

o if the student has been involved with any disciplinary action involving their unacceptable use
of ICT assets.

Staff obligations

All staff using school or department assets are obligated to:

X store and secure official records as required by the
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X report any suspicious emails to education.spam@sa.gov.au

x comply with the South Australian Public Sector Code of Ethics

x Upon termination of an employee or change in roles or permission, department equipment must be
returned, and all department information securely backed up. Where personal devices were used for
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X Revealing an account password to others or allowing others the use of an account (this includes
family and other household members when work is being done at home).
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Department personnel must:
x determine appropriate classification levels for information assets

X set classifications at the lowest reasonable level to protect against compromise to secure the
confidentiality of information

x ensure all information and emails classified as OFFICIAL: Sensitive or higher are marked with the
correct protective markings in accordance with this standard

X ensure that all information is handled according to this standard
X seek permission from the information asset owner to make changes to its classification.

The process of classification may be assisted with the SAPSF classification assessment tool (PDF 111KB).

Labelling

Documents (eg
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X The engagement and contract is compliant with the ICT vendor security section of this standard

If cloud service providers utilise offshore staff to provide support or other technical services, the following
mitigating controls must also be implemented:

X Access to sensitive information must be via a secure remote connection approved by ICT Cyber
Security to virtual or physical machines hosted on shore.

X Vendor contracts must prohibit offshore staff from saving information classified as OFFICIAL:
Sensitive or higher on to persistent storage (ie to disk, screenshots, print etc).

Electronic disposal

Hardware assets and media must be disposed of externally through the computer recycling scheme (CRS).

All hardware assets must be checked prior to disposal to ensure that any information classified as OFFICIAL
or higher has been removed or securely overwritten. The presence of internal disks must be checked when
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Responsible for the maintenance and implementation of ICT security standards and procedures, the
monitoring of their effectiveness, socializing them, and providing advice and guidance as needed.

Reviewing and approving requests for exceptions to this standard.

ICT personnel

Responsible for supporting the maintenance and implementation of this standard in the environment and
managing exceptions to this standard as required under the direction of site leaders.

Responsible for reporting security gaps or non-compliant systems to ICT Cyber Security or the Chief
Information Officer.

All employees

Responsible for complying with the standard, and consulting ICT Cyber Security/school ICT staff when further
advice and guidance is required.
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Glossary

This glossary provides definitions of ICT security terms that are used in various Department for Education ICT
security related policies, procedures and standards.

Term Explanation

Acceptable Use  An agreement
Agreement
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Encryption
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Malicious Sometimes shortened to ‘malware’, this refers to software which is intended to cause

software harm to a computer by impacting on the confidentiality, integrity or availability of an
information asset. Examples of malware include computer viruses, worms, trojans and
spyware.

Mobile Covers mobile computing devices including laptop/notebook computers, tablets and

computing smartphones.

Multi-Factor

Authentication
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Security
incident

Security
weakness

Segment

Separation

Spam

See 'ICT security incident’

See 'ICT security vulnerability'

See 'Network segment’

Describes maintaining various network segments. Separation may be achieved by
various means including keeping the networks physically apart or using technology
such as routers to make it appear that networks operate independently.

Spam is electronic junk mail — unsolicited messages sent by email, text message or
instant message without the recipient’s consent. Spam is usua
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User ID
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https://selfservice.education.sa.gov.au/edit?id=kb_article_view&sysparm_article=KB0014982
https://selfservice.education.sa.gov.au/edit?id=kb_article_view&sysparm_article=KB0014982
https://selfservice.education.sa.gov.au/edit?id=kb_article_view&sysparm_article=KB0014982
https://www.dpc.sa.gov.au/__data/assets/pdf_file/0017/126116/South-Australian-Cyber-Security-Framework.pdf
https://www.legislation.sa.gov.au/lz?path=/c/a/freedom%20of%20information%20act%201991
https://www.legislation.gov.au/Details/C2014C00076
https://www.legislation.sa.gov.au/lz?path=/c/a/state%20records%20act%201997
https://edi.sa.edu.au/library/document-library/controlled-procedures/cyber-security-incident-response-procedure.pdf

Amendment(s): Added inactive account review for Service Accounts. Removed reference to AppLocker and
replaced with Windows Defender Application Control. Added definition regarding separation of privileged
and unprivileged accounts.

Version: 1.3

Approved by: Director, Cyber Security

Approved date: 29 February 2024

Review date: 28 February 2027

Amendment(s): Minor amendment to align with ‘SACSF Guideline 13 — Cyber security when travelling
overseas’

Verton: 1.3

ICT cyber security standard April 2024 | 51


mailto:education.ICTCyberSecurity@sa.gov.au

